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pearnpoBaHus Ha
nHunpeHTbl 1b

KoHcTanTuH CanpoHoB,
pyKkoBOoANTEIb OTAE/1a OnepaTUuBHOT
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lkaspersky



Mpouecc pearmpoBaHns Ha UHUNAEHT MHOpPMaLNOHHON 6e3o0NacHOCTMN

A TpeHnuHru

A TMpoekTtuposaHne SOC
< noaroToBkKa >
Gﬁcmm nocD QquTm P— A O6Hapy>eHune LeneBbix aTaK
MHUMAEHTa A MDR

BOCCTaHOBneHD QnepraHmD A Cepsuchbl paccnegosaHus,
pearmpoBaHus U aHanns3a
< yCTpaHeHune >

BpenoHocHoro N0




CepBucbl pearnpoBaHus «Jlabopatopumn Kacnepckoro»

Mbi npepnaraem psig, ,

CEepBUCOB, YTOObI MOMOUYb O]\
opraHu3auuam B

K k
pearmpoBaHun Ha MHLUMAEHTDI, N
paccnefoBaHUN UHUMAEHTOB Response

n aHanuse spegoHocHoro 10

(& il
AHanuns PearnposaHune PaccnepoBaHne
Moanwvcka Ha OKCTpeHHoe BpenoHocHoro MO Ha NHUNAEHTDI WHUWAEHTOB

pearupoBaHue pearupoBaHue
Ha UHUMAEHTbI no 3anpocy




AHanun3s spepoHocHoro [10



Ananus BpepoHocHoro NO

daunn

Xew cymma

URL, IP appec, pomeH

BpenoHOCHbI
06bekT

AHanus

OTtueT No aHanusy:

AMerta paHHble 06bekTa
AAkTuBHOCTB Ha daiinosoii cucteme
ACeteBas akTnBHOCTD

ABpenoHocHoe noeepeHue

ACo3zpnaBaemble Ha cucteme apTedakThi

APeKOMeH,D,aLI,I/II/I no ypganeHumio n
BOCCTaHOBNEHUIO

OTtyerT




CepBuchbl paccneposaHnsa u
pearmpoBaHMs Ha MHUWAEHTbI



STanbl paccnenoBaHns ,

CoBeplueHne [MepBoHYanbHbIN Na3BneueHue MHuupeHT
aTakm aHanus ypoOKoB 3aKpbIT
YctpaHeHue
aTakylowmx n
BoccTtaHoBneHue

>

WHumpeHT CnepxXvBaHune Heob6xoaumo Céop n

noaTBepXXAeH aTakmn 6onbLue
nH$opmauum ?

AHanus
3aKOHYeH

OG6Hapy>xeHHne C6op
MHUMNOeHTa baHHbIX

NMonHoueHHOe paccnepoBaHne nomoraeT
YCTaHOBUTb MOJIHYIO KAPTUHY aTaKu:

A Cnncok CKOMMpomMeTunpoBaHHbIX akTUBOB
A BpeAOHOCHaﬂ aKTMBHOCTb aTaKyloLwmnx
A I'IepBOHauaanaﬂ TOYKa KomrnpomeTauumn

A TTP aTakyiowmx

NMepBOoHa4anbHbIN aHANNS:

A HauanbHble nHankaTopbl aTaku

A OueHka ypoBHs yrposbi

A Warun no nepeoHauansHoMy pearmpsaHuio
A HaBop nononHnTenbHbIX AaHHbIX Ha aHann3




LHdeTanbHbii aHann3 ynumk

;Z. )

AHanus
C6op ynuk OTtuer
AaHHbIX
A HDD image
A Log files
- Mol i AXpoHonoruns cobbITuii B TeUEHUN aTakm
A Memory dump
A AOnncaHne NHCTPYMEHTOB aTaKyIoLX, BK/loYas onncaHme

BpepocHHoro 10
ACnmncok MHaMKaTopoB KOMMNpPOMEeTaLMN

APekomeHAaLMmn No ycTpaHeHMIo MOCNEACTBIIA aTaku 1
BOCCTaHOBJIEHUIO NHPPACTPYKTYpPbI




leorpadus okazaHusa cepsucos no pearnposanuio B 2020 roay o

Esponerickunin Poccuna n CHI
Colos
I MexayHapopaHas rpynna

3KCTPEHHOIro pearmpoBaHuns
Ha uHunpeHTbl (GERT):

0 A Amepuka
i A Espona
NN Q A BnnxHuia Boctok
i A Poccus
JlatuHckas Acl)plnm(a BavokHnin BocTok AsnaTcko-
Amepuka 4 ,1 % 2 2 . 7 % meopoelﬁli:cmm

(o)
16,9% 41%



